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(54) System and method for stopping and resuming a data communication 



(57) The data communications system of the 
present invention comprises at least first and second 
communications devices (1,3) each provided with an 
application unit (11,31) for instructing to conduct data 
communications with an opposite application unit 
(31,11). The data communications system also com- 
prises a communication control unit (13,34) which 
reports a transmission stop instruction to the respective 
application units (1 1 ,31 ) of the first and second commu- 
nications devices (1,3) to make the respective applica- 



tions temporarily stop the data communications if the 
data link established in the network between the first 
and second communications devices is disconnected 
due to some cause, and reports information based on 
data to be received or transmitted next by one applica- 
tion unit to the other application unit and makes the 
application units re-start the stopped transmis- 
sion/reception of data based on the reported informa- 
tion. 
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Description 

[0001] The present invention relates to a data com- 
munications system for performing data communica- 
tions between terminals and to a program used in such 5 
a system. 

[0002] Conventionally, if a data link was discon- 
nected due to some cause while a terminal (e.g. PC) 
conducted data communications with another terminal 
connected to a network using a TCP (transmission con- to 
trol protocol)/IP (internet protocol), the higher-order 
data communication session was also disconnected 
and the data communications had to be started again 
from the beginning by establishing again the data link. If 
in a conventional portable terminal, a data link was dis- 15 
connected due to the change of electric wave state, etc., 
during data communications, information about the 
progress of data transmission was not stored when the 
data link is established again and the data communica- 
tions had to be started again from the beginning, which 20 
was a problem. 

[0003] The present invention has been made under 
these circumstances, and an embodiment of the 
present invention may provide a data communications 
system for enabling the re-start of stopped data commu- 25 
nications from a stopped position and a program (which 
may be stored on a storage medium) to realize the data 
communications system. 

[0004] The data communications system of the 
present invention comprises at least first and second 30 
communications devices, each provided with an appli- 
cation unit for instructing to conduct data communica- 
tions with an opposite application unit. The data 
communications system also comprises first and sec- 
ond communication control units which report a trans- 35 
mission stop instruction to the respective application 
units of the first and second communications units to 
temporarily stop the data communications if a data link 
established in the network between the first and second 
communications control units is disconnected due to 40 
some cause, and informs one of the application units 
about data to be received or transmitted next to the 
other application unit and makes the application units 
re-start the transmission/reception of data based on the 
reported information if the data link is re-established in 45 
the network. 

[0005] By adopting such a system configuration, 
the data communications can be re-started from a 
stopped position if the data link is re-established after a 
data link is disconnected due to some cause. so 
[0006] Reference will now be made, by way of 
example, to the accompanying drawings in which:- 

Fig. 1 shows the basic configuration of the data 
communications system of the present invention. 55 
Figs. 2A through 2C show the actual configurations 
of the data communications systems of the present 
invention. Fig. 2A shows a case where only one ter- 



minal is required to establish a data link with a 
router. Fig. 2B shows a case where both terminals 
are required to establish a data link with a router. 
Fig. 2C shows a case where there is an application 
program in a router, the application program which 
is the opposite application of the terminal. 
Fig. 3 is a timing chart showing the system opera- 
tion of the data communications system of the 
present invention. 

Fig. 4 is a flowchart showing the operation of the 
data communications system of the present inven- 
tion. 

Fig. 5 is a preferred embodiment with the system 
configuration shown in Fig. 2A. 
Fig. 6A is an example of information about a data 
communications session managed by a communi- 
cation control program C. 

Fig. 6B is an example of the data communication 
conditions of each data communication session 
managed by a communication control program C. 
Fig. 6C is an example of both the header of TCP/IP 
assigned as a transmission stop control packet and 
the value. 

Fig. 6D is an example of both the header of TCP/IP 

assigned as a probe packet and the value. 

Fig. 7 is a flowchart showing the operation in the 

case where a data link is established in the data 

communications system of the present invention. 

Fig. 8 shows the configuration of an information 

processing device composing the terminal and 

router of the present invention. 

Fig. 9 shows how to provide the software programs, 

etc., of the present invention. 

[0007] The details of the present invention are 
described below with reference to the drawings. 
[0008] Fig. 1 shows the basic configuration of the 
data communications system of the present invention. 
[0009] The data communications system of the 
present invention comprises at least the first and sec- 
ond communications devices 100 and 200 provided with 
respective application units 101 and 201 for instructing 
to conduct data communications with an opposite appli- 
cation unit. The data communications system also com- 
prises first and second communication control units 300 
and 500 which report a transmission stop instruction to 
the respective application units 101 and 201 of the first 
and second communications devices, respectively, to 
temporarily stop the data communications if a data link 
established in the network 400 between the first and 
second communication control units 300 and 500 is dis- 
connected due to some cause, and makes one of the 
application units (for example, 101) report information, 
about data to be received or transmitted next, to the 
other application unit (for example, 201) and makes the 
application units re-start the transmission/reception of 
data based on the reported information if the data link is 
re-established in the network 400. 
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[0010] The only condition required by this data 
communications system is that each of the first and sec- 
ond communications devices 100 and 200 is provided 
with an application unit and has some data communica- 
tion function, and the data communication device can 
be a terminal or router. It is sufficient if only the network 
400 connecting the first Communications device 100 
and the second communications device 200 is config- 
ured in such a way that some data link can be estab- 
lished somewhere in between. Specifically, the first 
communication device 100 and the second communica- 
tion device 200 can be directly connected or another 
communication device (router, etc.) can be interposed 
in the network 600 or 700. 

[001 1 ] It is sufficient if only the functions of the com- 
munication control unit 300 and 500 are at both ends of 
a place where a data link is sometimes disconnected, 
and there is no need for the function to exist in each 
communication device. However, in a typical example, 
the function of the communication control unit 300 can 
be realized by providing each communication device (a 
terminal or router) with a program to perform each func- 
tion of the communication control unit 300. 
[0012] By adopting such a system configuration, 
the data communications can be re-started from the 
stopped position if the data link is re-established after a 
data link is disconnected due to some cause. 
[0013] The detailed configuration of the data com- 
munications system of the present invention is 
described below. Figs. 2A through 2C show the Config- 
urations of the data communication systems of the 
present invention. 

[0014] A summary of each of the data communica- 
tion systems shown in Figs. 2A through 2C is given first. 
[0015] In Figs. 2A through 2C, a terminal (A) 1 orig- 
inates a call to a router (C) 2, establishes both a data 
link and a data communication session and transmits 
/receives data with an opposite application program. In 
this example, the terminal (A) 1 comprises an applica- 
tion program 11, a communication control program 13, a 
data link module 14, etc. 

[0016] The application program (A) 11 performs a 
variety of processes, and in this example, it instructs to 
transmit/receive data. 

[0017] The communication control program (A) 13 
controls the data communications. 
[0018] The data link module (A) 14 establishes a 
data link by originating a call in the network to connect 
the terminal to a router (C) 2. 

[0019] The router (C) 2 is connected to the terminal 
(A) 1 to transmit/receive data with, for example, a termi- 
nal (B) 3. In this example, the router (C) 2 comprises a 
communication control program (C) 22 and a data link 
module (C) 23, etc. 

[0020] The communication control program (C) 22 
controls the data communications. 
[0021] The data link module (C) 23 establishes a 
data link in the network to connect the router (C) 2 to the 



terminal (A) 1. 

[0022] The terminal (B) 3 is connected to the router 
(C) 2 to transmit/receive data with the application pro- 
gram (A) 11 of the terminal (A) 1. The terminal (B) 3 
5 comprises an application program (B) 31 , etc. 

[0023] The respective correspondence between the 
basic configuration of the data communications system 
shown in Fig. 1 and each of Figs. 2A through 2C is as 
follows. 

m [0024] In Fig. 2A. the terminal (A) 1 corresponds to 
the first communication device 100, the terminal (B) 3 
corresponds to the second communication device 200 
and the communication control programs 13 and 22 cor- 
respond to the communication control units 300 and 

15 500. 

[0025] In Fig. 2B, the terminal (A) 1 corresponds to 
the first communication device 100, the terminal (B) 3 
corresponds to the second communication device 200 
and the communication control programs 13, 22 and 34 
20 correspond to the communication control units 300 and 
500. 

[0026] In Fig. 2C, the terminal (A) 1 corresponds to 
the first communication device 100, the router (C) 3 cor- 
responds to the second communication device 200 and 
25 the communication control programs 13 and 22 corre- 
spond to the communication control units 300 and 500. 
[0027] Next, a summary of each of the operations is 
given. 

[0028] If data link module (A) 14 of the terminal (A) 

30 1 establishes a data link by originating a call to the 
router (C) 2, the communication control program (A) 13 
establishes a data communication session and data 
(packets) are transmitted/received between the applica- 
tion program (A) 1 1 of the terminal (A) 1 and the appli- 

35 cation program (B) 3. 

[0029] If the data link established in the network is 
disconnected due to some cause while the data are 
transmitted/received, the communication control pro- 
gram (A) 13 provided in the terminal (A) 1 transmits a 

40 transmission stop instruction to the application program 
(A) 1 1 and makes the application program (A) 1 1 tem- 
porarily stop the data communications. If the data link 
module (A) 14 reestablishes the data link, the communi- 
cation control program (A) 13 re-starts the stopped data 

45 communications and simultaneously the communica- 
tion control program (C) 22 provided in the router (C) 2 
transmits a transmission stop instruction to the applica- 
tion program (B) 31 of the terminal (B) 3 to make the 
application program (B) 31 temporarily stop the trans- 

50 mission and re-starts the stopped data communications 
if the data link is re-established. 
[0030] At this time, the communication control pro- 
grams transmit, as a transmission stop instruction, a 
packet indicating that a receiving buffer on a receiving 

55 side is full to prevent the data communication session 
from being disconnected. However, the transmission 
stop instruction is not limited to a packet indicating that 
the receiving buffer on the receiving side is full, and a 
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variety of information which can temporarily stop the 
data communications without disconnecting the data 
communication session can be adopted as the trans- 
mission stop instruction. 

[0031] It is configured in such a way that the com- 
munication control program (A) 13 and communication 
control program (C) 22 report the sequence number of 
data to be transmitted next to the application program 
(B) 31 and application program (A) 1 1 , respectively, and 
re-start the stopped data communications from data of 
the sequence number if the data link modules (A) 13 
and data link module (B) 23 re-establish the data link. 
[0032] It is also configured in such a way that the 
same address is assigned to the same terminal as that 
assigned immediately before if the data link is reestab- 
lished. 

[0033] It is also configured in such a way that the 
input of authentication information can be omitted if a 
caller number coincides with caller number information 
which is registered in a table in advance or caller 
number information which has been authenticated 
before and is temporarily registered in a table at the 
time of establishing a data link or reestablishing the data 
link. 

[0034] Therefore, if a data link is disconnected due 
to some cause while terminals are transmitting /receiv- 
ing data via a network, the communication control pro- 
grams on both disconnected sides transmit a 
transmission stop control packet to the respective appli- 
cation programs, store the transmission/reception infor- 
mation, and make the application programs temporarily 
stop the transmission /reception. If the data link is re- 
established, the communication control programs trans- 
mit the stored transmission/reception information to the 
application programs and re-start the stopped data 
communications from the stopped position. By doing so, 
the data communication session is held and the 
stopped data communications can be re-started at the 
time of the re-establishment of the data link even if the 
data link is disconnected. 

[0035] Figs. 2A through 2C are described in more 
detail below. 

[0036] Fig. 2A shows a case where only one termi- 
nal is required to establish a data link with a router and 
the terminal (B) 3 is always connected to a network, 
such as a LAN, etc. Fig. 2B shows a case where both 
terminals are required to establish a data link with a 
router. Fig. 2C shows a case where there is the applica- 
tion program of the terminal (B) 18, which is the oppo- 
site application program of the terminal (A) 1 , in a router. 
[0037] In Figs. 2A through 2C, the terminal (A) 1 is 
mobile and transmits/receives data, and in this exam- 
ple, it comprises an application program (A) 11, a TCP 
module 12, IP module 15, a communication control pro- 
gram (A) 13, a data link module (A) 14, etc. 
[0038] The application program (A) 1 1 performs a 
variety of processes according to a program, and in this 
example, it transmits/receives data and performs a vari- 



ety of processes. 

[0039] Both the TCP module 12 and IP module 15 
transmit/receive data with an opposite terminal (B) 3 
according to a publicly known TCP/IP. 

5 [0040] The communication control program (A) 13 
controls data communications, the details of which are 
described later with reference to Figs. 4 and 5. 
[0041] The data link module (A) 14 originates a call 
to the router (C) 2 and establishes a data link, the 

w details of which are described later with reference to 
Fig. 7. 

[0042] The router (C) 2 is connected to the terminal 
(A) 1 and relays data communications. The router (C) 2 
comprises an IP address assignment module 20, an IP 
15 module 21, a communication control program (C) 22, a 
data link module (C) 23, etc. 

[0043] The IP address assignment module 20 

assigns a unique IP address to the terminal (A) 1, etc. 

[0044] The communication control program (C) 22 
20 controls data communications between the terminal (A) 

1 and terminal (B) 2, the details of which are described 

later with reference to Figs. 4 and 5. 

[0045] The data link module (C) 23 establishes a 

data link with the terminal (A) 1 in the network, the 
25 details of which are described later with reference to 

Fig. 7. 

[0046] The terminal (B) 3 is connected to a data 
communication network, and in this example, it com- 
prises an application program (B) 31, TCP/IP modules 

30 32 and 33, etc. 

[0047] The application program (B) 31 trans- 
mits/receives data and performs a variety of processes. 
In this example, the application program (B) 31 
becomes the opposite application program with which 

35 the terminal (A) 1 transmits/receives data. 

[0048] The TCP/IP modules 32 and 33 trans- 
mit/receive data with the terminal (A) 1 according to the 
publicly known TCP/IP. 

[0049] Fig. 3 is a timing chart showing the opera- 
te tions of the system shown in Figs. 2A through 2C. 

[0050] In Fig. 3, an application program A, a com- 
munication control program A, a communication control 
program C and an application program B correspond to 
the application program (A) 11, communication control 
45 program (A) 13, communication control program (C) 22 
and application program (B) 31 , respectively. 
[0051] In Fig. 3, in (1), data communications are 
performed using publicly known TCP/IP. The application 
program A (application program (A) 11 which operates 
so in the terminal (A) 1 shown in Fig. 2) and the application 
program (B) 31 which operates in the terminal (B) 3 
transmit/receive data to and from one another in a TCP 
session, which is a session for transmitting/receiving 
data between two terminals via TCP/IP. 
55 [0052] (2) shows a state where a data link discon- 
nection is not recognized yet. 

[0053] In (3), the communication control programs 
A and C which detect a data link disconnection transmit 
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a transmission stop control packet to their own applica- 
tion programs A and B, respectively. 
[0054] In (4), the application programs A and B 
transmit probe packets for confirming the re-start to 
application programs B and A, respectively, and each of 
the communication control programs A and C performs 
operation (3) in response to the probe packet. 
[0055] In (5), the communication control programs 
A and C transmit the cache of the probe (which includes 
the sequential number of data which is transmit- 
ted/received next ) to the respective opposite applica- 
tion programs B and A, respectively, since the data link 
is re-established. 

[0056] In (6), acknowledgement of the packet in (5) 
is transmitted/received. 

[0057] In (7), the communications re-starts. Specif- 
ically, in (4) the application programs A and B transmit a 
packet which includes the sequential number to be 
transmitted/received next, which is received in (5) and 
the data communications are restored to normal. 
[0058] As described above, if a data link is discon- 
nected due to some cause, the communication control 
programs A and C make the application programs A and 
B recognize that the respective opposite receiving buff- 
ers are full and data cannot be received by transmitting 
a transmission stop control packet (acknowledgement 
packet for reporting that the receiving buffer is full, with 
the window size of 0) to the application programs A and 
B, respectively. If the data link is re-established, the 
communication control programs A and C transmit the 
cashed probe packet which includes the sequential 
number of data which is transmitted/received next to the 
application programs B and A, respectively, confirm that 
there is a space in the receiving buffer and re-start the 
stopped data communications from the sequential 
number. By doing so, the data communications can be 
re-started from a packet of the stopped sequential 
number at the time of re-start even if a data link is dis- 
connected. 

[0059] If in Fig. 3, a data link between the communi- 
cation control programs A and C is disconnected, the 
application programs A and B are called its own applica- 
tion program and an opposite application program, 
respectively, when they are seen from the side of the 
communication control program A. If they are seen from 
the aide of the communication control program C, the 
application programs B and A are called its own applica- 
tion program and an opposite application program, 
respectively. In other words, even if a link in a radio com- 
munication, etc., is disconnected, an application pro- 
gram which can communicate with the relevant 
communication control program is called its own appli- 
cation program, and an application program which can- 
not communicate with the relevant communication 
control program is called an opposite application pro- 
gram. 

[0060] Fig. 4 is a flowchart showing the operation of 
the data communication system of the present inven- 



tion. In Fig. 4, an application program A, a communica- 
tion control program A, a communication control 
program C, an application program B correspond to the 
application program (A) 1 1 and communication control 

5. program (A) 13 of the terminal (A) 1, the communication 
control program (C) 22 of the router (C) 2 and the appli- 
cation program (B) 31 of the terminal (B) 3, respectively. 
The communication control program C can also be pro- 
vided in the terminal (B) 3. 

10 [0061] In Fig. 4, in S1 the application program A 
instructs to transmit/receive data. This means that a 
data link is already established between the communi- 
cation control programs A and C, a data communication 
session is also established and data are transmit- 

15 ted/received between the application programs A and B 
using a packet according to the TCP/IP. 
[0062] In S2, the communication control program A 
stores information about the data communication ses- 
sion. For example, the communication control program 

20 A stores the session number, its own sequence number, 
its own data length and its own ACK number (these are 
described later), just like the communication control pro- 
gram C manages information about the data communi- 
cation state of each data communication session shown 

25 in Fig. 6B. And the communication control program A 
stores the sequence number to be transmitted/received 
next. "Its own" means information about data transmit- 
ted by its application program of the relevant communi- 
cation control program. 

30 [0063] In S3, it is judged whether a carrier is 
detected. If the answer is "Yes", the flow returns to S1 to 
repeat S1 since it means that a data link is established. 
If the answer is "No", in S4 it is judged that a failure is 
detected and the flow proceeds to S5 since it means 

35 that the data link is disconnected. 

[0064] In S5, a transmission stop control packet is 
generated. Specifically, since it is judged that the data 
link is disconnected, the communication control pro- 
gram A generates a packet for instructing the applica- 

40 tion program A to temporarily stop the transmission 
since an opposite receiving buffer is full, for example, in 
the TCP/IP, which is used, as a transmission stop con- 
trol packet, such as a packet similar to a packet gener- 
ated by the communication control program C shown in 

45 Fig. 6C, which is described later, and transmits the 
packet to the application program A. 
[0065] In S6, on receipt of the packet generated in 
S5, the application program A recognizes that the 
receiving buffer of the opposite application program B is 

so full. 

[0066] In S7, a probe packet is generated. Specifi- 
cally, the application program A generates a probe 
packet for the application program A for making an 
inquiry about whether there is a space in the receiving 
55 buffer of the opposite application program B (for exam- 
ple, a packet similar to the packet generated by the 
communication control program C shown in Fig. 6D, 
which is described later), and outputs the packet to the 
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communication control program A. 
[0067] In S8, the probe packet is overwritten, 
updated and stored. The communication control pro- 
gram A overwrites, updates and stores the contents of 
the packet transmitted from the application program A in s 
S7 (stores the latest contents of the transmitted packet). 
[0068] In S9 it is judged whether a carrier is 
detected. Specifically, it is judged whether the data link 
is re-established after the data link is disconnected and 
a carrier is detected. If the answer is "Yes", the flow pro- io 
ceeds to S11. If the answer is "No", the flow returns to 
S5 to repeat S5. 

[0069] In S11, the stored probe packet is transmit- 
ted to the opposite application program B. 
[0070] In S12, on receipt of the packet transmitted ts 
in S11, the opposite application program B generates 
an acknowledgement packet indicating the current real 
size of the receiving buffer, under the control of the 
TCP/IP, and transmits the packet to the application pro- 
gram A. 20 
[0071] In S13, on receipt of the packet transmitted 
in S12, the application program A recognizes that the 
application program B can receive data. Then, the flow 
returns to S1 and re-starts normal data communica- 
tions. 25 
[0072] In the same way, in S21 through S33, if a 
data link is disconnected, by way of the same opera- 
tions as described in S1 through S13, the communica- 
tion control program C reports to the application 
program B that there is no space in the opposite receiv- 30 
ing buffer, the application program B temporarily stops 
the data communications and outputs to the communi- 
cation control program C a receiving buffer size confir- 
mation packet. If the data link is reestablished, the 
application program B transmits the stored probe packet 35 
to the opposite application program A. On receipt of the 
response packet, the application program B judges that 
the data communications can be re-started. Then, the 
flow returns to S21 and the data communications can 
be re-started. 40 
[0073] Fig. 5 is a preferred embodiment with the 
system configuration shown in Fig. 2A. In Fig. 5, a 
mobile host, a host C and a host B correspond to the 
terminal (A) 1, router (C) 2 and terminal (C) 3, respec- 
tively, shown in Fig. 2. IP addresses and port numbers as 
are assigned as follows. 

Mobile host: IP address: 10.10.3.250 

-Application program A: Port number: 1025 

Host B : IP address: 1 0. 1 0. 1 . 1 0 so 

-Application program B: Port number: 80 

[0074] Figs. 6A through 6D show examples of infor- 
mation, etc., used in the case where communications 
are conducted in the system shown in Fig. 5. 55 
[0075] Fig. 6A is an example of information about a 
data communications session managed by a communi- 
cation control program C. This is an example of informa- 



tion extracted from a header section and stored when 
the application program A in the mobile host A shown in 
Fig. 5 transmits a packet to the host C on receipt of a 
communication instruction from the application program 
A, and stores the following information, which is stored 
in S22 shown in Fig. 4. 

Session number: 1 

Own application program identifying information: 
10.10.1.10: 80 

Opposite application program identifying informa- 
tion: 10.10.3.250: 1025 

[0076] The session number is a unique sequential 
number attached to a session. The own application pro- 
gram identification information is the combination of the 
IP address 10.10.1.10 of its own application program 
(application program B here) and the port number 80 of 
the application program B. The opposite application 
program.identification information is the combination of 
the IP address 10.10.3.250 of the opposite application 
program (application program A here) and the port 
number 1025 of the application program A. 
[0077] As described above, in this example, the 
application program A conducts data communications. 
The communication control program C detects and 
stores the address information of both the application 
program B and the opposite application program A. By 
doing so, if the data link is re-established after a data 
link is temporarily disconnected, the data communica- 
tions can be re-started between the application pro- 
grams B and A in the data communication session 
based on the stored information. 
[0078] Next, the details of information, etc., used to 
re-start the data communications from the stopped 
position are described with reference to Figs. 6B 
through 6D. 

(1) The communication control program C recog- 
nizes that the TCP/IP packets P1 (sequence 
number 49807, data length 1460, ACK number 
37913) through P4 (sequence number 54187, data 
length 1460, ACK number 37913) of a session 
number 1 have been transmitted to the opposite 
application program A in a mobile host without 
receiving an acknowledgement packet from the 
application program A. 

(2) In the above-described state, on receipt of an 
acknowledgement packet with sequence number 
37913 and ACK number 52727 from the application 
program A, the communication control program C 
judges that packet numbers P1 and P2 reach the 
application program A and deletes information 
about the packets P1 and P2 from a management 
table (Fig. 6B). As a result, only packet numbers P3 
and P4 remain in the management table. 

(3) If the data link is disconnected before the 
acknowledgement packets of the packets P3 and 
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P4 are received, there is a possibility that the pack- 
ets P3 and P4 may not reach the opposite applica- 
tion A although the packets reach the host C. 
Therefore, the communication control program C 
instructs the application program B to transmit 
packets again from the packet P3 at the time of re- 
establishment of the data link when issuing a trans- 
mission stop control instruction to the application 
program B. Specifically, a transmission control 
packet in which the sequence number of the packet 
P3 shown in Fig. 6C is designated as the ACK 
number of the packet, the ACK number of the 
packet P3 shown in Fig. 6C is designated as the 
sequence number of the packet and the window 
size of the packet is designated as 0, is transmitted 
to the application program B as a transmission stop 
control instruction. 

(4) Fig. 6C shows a transmission stop control 
instruction which the communication control pro- 
gram C issues to the application program B in this 
example. On receipt of the transmission stop con- 
trol instruction shown in Fig. 6C, the application 
program B transmits a probe packet including infor- 
mation shown in Fig. 6D to the application program 
A at specific intervals under the control of the 
TCP/IP and checks whether the application pro- 
gram A can receive data. 

(5) The probe packet which is outputed from the 
application program B, shown in Fig. 6D, the com- 
munication control program C overwrites, updates 
and stores the probe packet every time a new probe 
packet is received until the data link is re-estab- 
lished or a time-out is issued, and returns the trans- 
mission stop control packet shown in Fig. 6C in 
response to the packet. 

(6) If the data link is re-established before the time- 
out, the communication control program C trans- 
mits the probe packet shown in Fig. 6D which is 
received from the application program B and 
stored, to the application program A. On receipt of 
an acknowledgement packet sent in response to 
the probe packet transmitted by the application pro- 
gram A, the application program B judges that the 
application program A can receive data and re- 
starts the stopped data transmission. 

(7) If the data link is not re-established by the time- 
out, the communication control program C judges 
that the data link will not be established in the 
future, transmits a data communication session dis- 
card request based on the specification of the 
TCP/IP, which is not shown, to the application pro- 
gram B and compulsorily terminates the data com- 
munication session. 

[0079] Fig. 7 is a flowchart showing the operation 
(the establishment of a data link) in the data communi- 
cations system of the present invention. In Fig. 7, a data 
link module A and a data link module C correspond to 



the data link module A and data link module C provided 
in the terminal (mobile host) 1 and router (host C), 
respectively, shown in Figs. 2A and 5. 
[0080] In Fig. 7, in S41 the data link module A orig- 
5 inates a call. 

[0081] In S42, the call originated in S41 reaches the 
data link module C. 

[0082] In S43, the caller number is checked. Specif- 
ically, on receipt of the call in S42, information about the 
10 caller which is obtained from a telephone network by 
originating a call is checked. 

[0083] In S44, it is checked whether the caller 
number is registered in a table. Specifically, it is checked 
whether the caller number obtained in S43 is already 

»5 registered in a table. If the answer is "Yes", the flow pro- 
ceeds to S45. If the answer is "No", the flow proceeds to 
S46 to perform the authentication. 
[0084] In S45, it is checked whether the authentica- 
tion can be omitted. Specifically, it is checked whether 

20 the caller number coincides with a caller number which 
has been registered as a trusted number before or a 
caller number which has been successful in authentica- 
tion and temporarily registered at the new connection. If 
the answer is "Yes", the authentication is omitted, and 

25 the flow proceeds to S48. If the answer is "No", the flow 
proceeds to S46 to perform the authentication. 
[0085] In S46, the authentication is performed. Spe- 
cifically, if it is judged from the user ID, password and 
the caller number, if required, that the caller number 

30 coincides with the caller number which is already regis- 
tered in an authentication table, the caller number is 
authenticated and the flow proceeds to S47. 
[0086] In S47, both the caller number and authenti- 
cation information (user ID, password, etc.) are regis- 

35 tered in the authentication table. 

[0087] In S48, it is checked whether the device has 
been connected before. Specifically, it is checked 
whether the caller number checked in S43 is already 
registered in the management table since the caller has 

40 been connected before. If the answer is "Yes", in S49 
the same IP address as the IP address assigned before 
is reported, and in S50 the data link module A, which is 
the caller, stores the IP address as its own IP address. 
Then, the flow returns to S1 shown in Fig. 4 and the 

45 data communication re-starts. If the answer is "No" in 
S48, in S51 an IP address is assigned and transmitted 
to the data link module A, and in S53 the IP address is 
registered in the management table since it is found that 
the caller has never been connected before. Then, in 

so S52 the data link module A stores the IP address as its 
own IP address. 

[0088] As described above, if the data link is tempo- 
rarily disconnected, the same IP address as that regis- 
tered before is assigned at the time of the 
55 reestablishment of the data link in steps S41 , S42, S43, 
Yes of S44, Yes of S45, S48, S49 and S50, and the 
stopped data communications can be re-started 
between the applications A and B using the IP address. 
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[0089] The above-described data communication 
control using a transmission stop control packet can 
also be applied to a publicly known virtual private net- 
work (VPN) technology in which communications are 
conducted by considering one session of a TCP/IP as a 5 
data link. 

[0090] Although the details of the configuration 
shown in Fig. 2A have been described up to this point, 
the same description also applies to the configurations 
shown in Figs. 2B and 2C. 10 
[0091] In the case of the configuration shown in Fig. 
2B, the communication control program (C) 22 in the 
router (C) 2 manages two kinds of management data; 
management data shown in Figs. 6A and 6B in which 
the application program (A) 1 1 is designated as its own is 
application program and management data shown in 
Figs. 6A and 6B in which the application program (B) 31 
is designated as its own application program. If the data 
link is disconnected, the communication control pro- 
gram (C) 22 recognizes its own application program and 20 
operates according to the following rules. 

(Rule 1) If either of the two data links is discon- 
nected abnormally, it is determined that there is its 
own application program in the data link which is 25 
not disconnected. 

(Rule 2) If both of the data links are disconnected, a 
transmission stop control packet is not transmitted. 
Specifically, the respective communication control 
programs in the terminal (A) 1 and terminal (B) 3 30 
transmit a transmission stop control packet only to 
their respective own application programs. 

[0092] If a data link is disconnected because the 
communication control program (C) 22 operates 35 
according to the above-described rules and the data link 
is re-established, the data communications can also be 
re-started from the stopped position like the configura- 
tion shown in Fig. 2A. 

[0093] Although the above description is sufficient 40 
for the configuration shown in Fig. 2B, the supplemen- 
tary description is further made. 
[0094] The establishment of a data link prior to the 
commencement of data communications in the configu- 
ration shown in Fig. 2B is first described. There are the 45 
following three kinds of methods, which are all equiva- 
lent in the present invention, for establishing a data link. 

(Method 1) Each of terminal (A) 1 and terminal (B) 
3 originates a call to the router (C) 2 and estab- so 
lishes a data link. 

(Method 2) After one of the terminals (for example, 
terminal (A) 1) originates a call and establishes a 
data link, detects that the communication control 
program (C) 22 has received a communication 55 
packet to the other terminal (for example, terminal 
(B) 3) from the terminal (terminal (A) 1), the com- 
munication control program (C) 22 instructs the 



data link module (C) 23 to originate a call to the 
other terminal (terminal (B) 3) and a data link is 
established between the router (C) 2 and the termi- 
nal (B) 3. 

(Method 3) On receipt of a packet which must be 
transmitted via the router (C) 2, the communication 
control program (for example, communication con- 
trol program (A) 13) in one of the terminals (for 
example, terminal (A) 1) instructs a data link mod- 
ule A (14) to originate a call to the router (C) 2 and 
establishes a data link. Then, the communication 
control program (communication control program 
(A) 13) transmits the packet which, must be trans- 
mitted via the router (C) 2, to the other terminal (B) 
3, detects that the communication control program 
(C) 22 in the other terminal (B) 3 has received a 
communication packet which is transmitted from 
the terminal (terminal (A) 1) to the other terminal 
(for example, terminal (B) 3), and then the commu- 
nication control program (C) 22 instructs the data 
link module (C) 23 to originate a call to the other ter- 
minal (terminal (B) 3) and a data link is established 
between the router (C) 2 and the terminal (B) 3. 

[0095] As described above, there are two kinds of 
control at the time of an abnormal disconnection/proc- 
ess at the time of data link re-establishment, shown in 
Fig. 2B: a case where the communication control pro- 
gram (C) 22 in the router (C) 2 manages the manage- 
ment data shown in Fig. 6 in which the application 
program (A) 1 1 is designated as its own application pro- 
gram and a case where the communication control pro- 
gram (C) 22 in the router (C) 2 manages the 
management data shown in Fig. 6 in which the applica- 
tion program (B) 31 is designated as its own application 
program. The same description as the description used 
with reference to Fig. 2A applies to these operations by 
determining the recognition direction of its own applica- 
tion program according to the (Rule 1) and (Rule 2) 
described above. Specifically, these operations are as 
follows. 

[0096] It is assumed that a data link between the 
terminal (A) 1 and the router (C) 2 (hereinafter simply 
called a "data link A-C") is abnormally disconnected 
while the application program (A) 1 1 and the application 
program (B) 31 are transmitting/receiving data after the 
data link is established by way of one of Method 1, 
Method 2 or Method 3, described above. In this case, by 
following the Rule 1 , the system can be controlled as fol- 
lows in the same way as in the case of the configuration 
shown in Fig. 2A. The communication control program 
(A) 13 transmits a communication stop control packet to 
the application program (A) 11, which is its own applica- 
tion program, and the communication control program 
(C) 22 transmits a communication stop control packet to 
the application program (B) 31 , which is its own applica- 
tion program. After the data link A-C is re-established, 
the communication control program (A) 1 3 transmits the 



15 



EP 1 047 239 A2 



16 



cached probe packet to the application program (B) 31, 
which is its opposite application program, and the com- 
munication control program (C) 22 transmits the cached 
probe packet to the application program (A) 1 1 , which is 
its opposite application program. After the respective 
opposite application programs receive an acknowledge- 
ment packet returned by the respective application pro- 
grams, the data communications can be re-started. 
[0097] It is assumed that a data link between the 
terminal (B) 3 and the router (C) 2 (hereinafter simply 
called a "data link B-C") is abnormally disconnected 
when the application program (A) 1 1 and the application 
program (B) 31 are transmitting/receiving data after the 
data link is established by way of one of Method 1, 
Method 2 or Method 3, described above. In this case, by 
following Rule 1 described above, the system can also 
be controlled as follows in the same way as in the case 
of the configuration shown in Fig. 2A. 
[0098] It is assumed that in addition to the data link 
A-C, the data link B-C is abnormally disconnected while 
the application program (A) 1 1 and the application pro- 
gram (B) 31 are transmitting/receiving data after the 
data link is established by way of one of Method 1, 
Method 2 or Method 3, described above. In this case, by 
following Rule 1 and Rule 2 described above, the sys- 
tem can also be controlled in the same way as the 
abnormal disconnection of the configuration shown in 
Fig. 2A. 

[0099] Since the data link B-C remains established 
when the data link A-C is abnormally disconnected, the 
system first operates as follows according to Rule 1 
described above. The communication control program 
(A) 13 transmits a communication stop control packet to 
the application program (A) 1 1 , which is its own applica- 
tion program, and the communication control program 
(C) 22 transmits a communication stop control packet to 
the application program (B) 31 , which is its own applica- 
tion program. 

[0100] If in addition to the data link A-C, the data 
link B-C is abnormally disconnected, the communica- 
tion control program (C) 22 in the router (C) 2 moves to 
take control of data communications according to Rule 
2 described above (stops the transmission of a trans- 
mission stop control packet) since the data links on both 
sides are abnormally disconnected. However, since the 
data link B-C is disconnected, the communication con- 
trol program (B) 34 in the terminal (B) 3 transmits a 
communication stop control packet to the application 
program (B) 31, which is its own application program. 
The communication control programs (communication 
control program (A) 13 and communication control pro- 
gram (B) 34) in both of the terminals (terminal (A) 1 and 
terminal (B) 3) enter into a state of transmitting a com- 
munication stop control packet to their respective own 
application programs until either of the data links is re- 
established. Specifically, steps S5 through S8 per- 
formed between the communication control program (A) 
13 and the application program (A) 11 shown in Fig. 4 



are repeated in both of the terminals. 
[0101] If either of the data links is re-established (for 
example, data link B-C), the communication control pro- 
gram (C) 22 recognizes according to Rule 1 described 

5 above that the application program (B) 31 is its own 
application program and starts the control. Since the 
data link B-C is re-established, the communication con- 
trol program (B) 34 transmits the stored probe packet to 
the application program (A) 11 in the terminal (A) 1 

w (However, since the data link A-C is disconnected, the 
probe packet reaches only the communication control 
program (C) 22), and tries to re-start the data communi- 
cations. However, since the data link A-C is not re- 
established yet, the communication control program (C) 

?5 22 transmits a transmission stop control packet to the 
application program (B) 31 which the communication 
control program (C) 22 recognizes as its own applica- 
tion program or transmits the probe packet transmitted 
from the communication control program (B) 34 to the 

20 application program (A) 1 1 after re-establishing the data 
link by originating a call to the terminal (A) 1. By doing 
so, the communication control program (C) 22 tries to 
re-start the data communications. 
[0102] If the other data link (for example, data link 

25 A-C) is re-established, the communication control pro- 
gram (A) 13 transmits the stored probe packet to the 
application program (B) 31, which is its own application 
program, and the communication control program(C) 22 
transmits the stored probe packet to the application pro- 

30 gram (A) 11. If the respective application programs 
receive an acknowledgement packet from the respec- 
tive opposite application programs, the data communi- 
cations are re-started, and each communication control 
program enters into the state of a normal communica- 

35 tion control. 

[0103] As described above, the configuration 
shown in Fig. 2B can be realized in the same way as in 
the case of the configuration shown in Fig. 2A. 
[0104] In the case of the configuration shown in Fig. 

40 2C, the router (C) 2 shown in Fig. 2A comprises an 
application program (B) 18 and the data communication 
route between the application program (B) 18 and the 
communication control program (C) 22 in the router (C) 
2 is never disconnected. Therefore, the configuration 

45 shown in Fig. 2C can be considered to be a special case 
where the data communication route is between the 
router (C) 2 and the terminal (B) 3 in Fig. 2A, and it can 
be realized in the same way as in the case of the config- 
uration shown in Fig. 2A. 

so [0105] Although the details of the data communica- 
tion system shown in Figs. 2A through 2C have been 
described up to this point, the present invention is not 
limited to the systems shown in Figs. 2A through 2C. 
[0106] Although a system using one router has 

55 been described in Figs. 2A through 2C, the present 
invention is also applicable to a data communications 
system using two or more routers. For example, a sys- 
tem in which data communications can be realized 
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between two terminals by providing another router with 
the same configuration as the router (C) 2 instead of the 
terminal (A) 1 and another terminal connected to the 
router via a LAN and establishing a data link between 
the two routers in Fig. 2A, can also be considered. A 
system in which data communications can be realized 
between two terminals by providing another router with 
the same configuration as the router (C) 2 instead of the 
terminal (A) 1 and establishing a data link between the 
two routers in Fig. 2A, can also be considered. The 
present invention can also be applied to such a system 
using a plurality of routers. In this case, even if one of 
the data links is disconnected, the data communications 
can be re-started from the stopped position when the 
data link is re-established. 

[0107] In this way, the present invention can be 
applied to all data communications systems in which 
data are transmitted/received between application pro- 
grams in two terminals with a plurality of routers con- 
nected to a wired or wireless network, and it is not 
limited to the system configurations shown in Figs. 2A 
through 2C. 

[0108] As described above, the present invention is 
configured in such a way that, if a data link is discon- 
nected due to some cause while data are transmit- 
ted/received between terminals via a network, each of 
the communication control programs on both sides of 
the disconnected link transmit a packet indicating that 
there is no space in the receiving buffer of the opposite 
terminal to the application program, stores the transmis- 
sion/reception information and makes the application 
program temporarily stop the transmission/reception. If 
the data link is re-established, each communication 
control program transmits the stored transmis- 
sion/reception information to the opposite application 
program and re-starts the data communications. There- 
fore, even if a data link is disconnected, the system can 
hold the data communication session and re-start the 
stopped data communications from the stopped posi- 
tion at the time of the re-establishment of the data link. 
[0109] The terminals and routers composing the 
data communications system described above can be 
configured using an information processing device 
(computer) as shown in Fig. 8. The information process- 
ing device shown in Fig. 8 comprises a CPU (central 
processing unit) 801, a memory 802, an input device 
803, an output device 804, an external storage device 
805, a medium driving device 806 and a network con- 
necting device 807, which are connected with one 
another using a bus 808. The CPU 801 can also be a 
microprocessor. 

[0110] The memory 802 includes, for example, a 
ROM (read only memory), RAM (random access mem- 
ory), etc., and stores both a program and data to be 
used for the process. The CPU 801 performs necessary 
processes by using the memory 802 and running the 
program. Specifically, the application programs, com- 
munication control programs, etc., described in this 



specification can be realized by the program stored in 
the memory 802. 

[0111] User operations, such as mailing, Internet 
browsing, etc., can be inputted to the information 
5 processing device via the input device 803. The output 
device 804 is, for example, a display, speaker, etc., and 
presents the result of data communications to a user, 
etc., who attends a terminal. 

[0112] The external storage device 805 is, for 

io example, a magnetic disk, optical disk, magneto-optical 
disk, etc. The information processing device stores the 
program and data described above in this external stor- 
age device 805, and uses the program and data by 
loading them into the memory 802, if required. 

15 [0113] The medium driving device 807 drives a 
portable storage medium 809, which is an arbitrary 
computer-readable storage medium, such as a memory 
card, floppy disk, CD-ROM (compact disk read only 
memory), optical disk, magneto-optical disk, etc. The 

20 program and data described above are stored in the 
portable storage medium 809 and are used by loading 
them to the memory 802, it required. 
[0114] The network connecting device 807 commu- 
nicates with outside devices via an arbitrary network, 

25 such as a LAN (local area network), radio network, etc. 
and transmits/receives data accompanying the commu- 
nications. The information processing device receives 
the program and data described above from an outside 
device via the network connecting device 807 and uses 

30 the program and data by loading them in the memory 
802, if required. 

[0115] Fig. 9 shows how to provide a software pro- 
gram and data to be run in the information processing 
device of the present invention. The program and data 
35 are provided, for example, by way of one of the following 
three arbitrary methods. 

(a) The program and data are provided and are 
installed in an information processing device 901, 

40 such as a computer, etc. In this case, the program 
and data are, for example, pre-installed at the fac- 
tory before shipment. 

(b) The program and data are provided and are 
stored in a portable storage medium 902. In this 

45 case, the program and data stored in the portable 
storage medium are installed in the external stor- 
age device of the information processing device 
901, such as a computer, etc. 

(c) The program and data are provided from a 
so server 904 in the network 903. In this case, basi- 
cally the information processing device 901, such 
as a computer, etc., obtains the program and data 
by downloading the program and data stored in the 
server 904. 

55 

Claims 

1. A data communications system which is composed 
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of at least first and second communications devices 
(100, 200) each provided with an application unit 
(101, 201) instructing to conduct data communica- 
tions with an opposite application unit (101, 201), 
comprising: 5 

two communication control units (300, 500) 
reporting a transmission stop instruction to the 
respective application units (101, 201) of the 
first and second communications devices (100. 10 

200) and making the application units (101, 

201) temporarily stop the data communications 
if a data link established in a network between 
the first and second communications devices 

(1 00, 200) is disconnected due to some cause, 15 
and reporting information based on data 
received or transmitted next by one application 
unit (101, 201) to the other application unit 
(201, 101) and causing the application unit 
(101, 201) to re-start transmission/reception of 20 
data based on the reported information if the 
data link is re-established later. 

2. The data communications system according to 
claim 1 , wherein information that a receiving buffer 25 
on a receiving side of data is full is transmitted as 

the transmission stop instruction. 

3. The data communications system according to 
claim 1 , or 2, wherein the information based on data 30 
to be received or transmitted next which one appli- 
cation unit (101, 201) reports to the other applica- 
tion unit (201, 101) is the sequence number of data 

to be transmitted or received next by the respective 
application units (101, 201). 35 

4. The data communications system according to 
claim 1, 2, or 3, further comprising: 

an identification information assignment unit to 
assigning the same identification information 
as identification information of the communica- 
tion device (100, 200) which is used immedi- 
ately before a data link is disconnected if a data 
link of an opposite communication device (100, 45 
200) with which the communication device 
(100, 200) has communicated is once discon- 
nected and the data link is re-established. 

5. The data communications system according to 50 
claim 4, wherein the identification information com- 
prises IP addresses. 

6. The data communication system according to any 
preceding claim, wherein said communication con- 55 
trol unit (300, 500) omits authentication of a caller if 
identification information of the caller coincides with 

a pre-registered identification information of the 



caller or coincides with identification information of 
the caller already authenticated at a time of estab- 
lishment of a data link and the re-establishment. 

7. A data communications system which is composed 
of a router (2), a first terminal (1) connected to the 
router (2) via a wireless network and a second ter- 
minal (3) connected to the router (2) via a wired net- 
work, 

the first terminal (1) comprising: 
an application unit (11) instructing to conduct 
data communications with an opposite applica- 
tion unit (31); 

a data link module unit (14) establishing a data 
link between the first terminal (1) and the router 
(2) ;and 

a first communication control unit (13) making 
said data link module unit (14) establish the 
data link between the first terminal (1) and the 
router (2) and controlling data communications 
between the first and second terminals (1, 3), 
the second terminal (3) comprising: 
an application unit (31) instructing to conduct 
data communications with an opposite applica- 
tion unit (11), and 
the router (2) comprising: 
a data link module unit (23) establishing a data 
link between the router (2) and the first terminal 
(1); and 

a second communication control unit (22) mak- 
ing the data link module unit (23) establish a 
data link between the router (2) and the first ter- 
minal (1) when a call is originated, controlling 
data communication between the second and 
first terminals (1 , 3) and transferring data to the 
opposite application unit (11, 31) if there is a 
data communication request from the first or 
second terminal; wherein: 
if a data link between the first terminal (1) and 
the router (2) is disconnected due to some 
cause, the first communication control unit (13) 
of the first terminal (1) outputs a transmission 
stop instruction to an application unit ( 1 1 ) of the 
first terminal (1) to temporarily stop transmis- 
sion and the second communication control 
unit (22) of the router (2) outputs a transmis- 
sion stop instruction to an application unit (31) 
of the second terminal (3) to make the applica- 
tion unit (31) temporarily stop transmission, 
and 

if the data link is re-established, the first com- 
munication control unit (13) of the first terminal 
(1) forwards information about data to be 
received or transmitted next by the application 
unit (11) of the first terminal (1) to the applica- 
tion unit (31) of the second terminal (3), the 
second communication control unit (22) of the 
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router (2) reports information about data to be 
transmitted or received next by the application 
unit (31 ) of the second terminal (3) to the appli- 
cation unit (1 1 ) of the first terminal (1 ), and the 
application units (1 1 , 31 ) of the first and second 5 
terminals (1, 3) re-start transmission/reception 
of data based on the respective forwarded 
information. 

8. A data communications system which is composed to 
of a router (2), first and second terminals (1, 3) con- 
nected to the router (2) via a wireless network, 

each of the first and second terminals (1. 3) 
comprising: J5 
an application unit (11, 31) instructing to con- 
duct data communications with an opposite 
application unit (31, 11); 
a data link module unit (14, 35) establishing a 
data link between the first or second terminal 20 
(1 , 3) and the router (2); and 
a first communication control unit (13, 34) mak- 
ing the data link module unit (14, 35) establish 
the data link and a data communication ses- 
sion between the first or second terminal and 25 
the router and controlling the data communica- 
tions if there is a data communication instruc- 
tion from the application unit, and 
the router (2) comprising: 

a data link module unit (23) establishing a data 30 
link between the first or second terminal (1, 3) 
and the router (2); and 

a second communication control unit (22) mak- 
ing said data link module unit (23) establish the 
data link between the first or second terminal 35 
(1, 3) and the router (2) if a call is originated, 
and transferring data to the opposite applica- 
tion unit (11, 31) if there is a data communica- 
tion request from the first or second terminal (1 , 
3); wherein: 40 
if a data link between the first terminal (1) and 
the router (2) is disconnected due to some 
cause, the first communication control unit (13) 
of the first terminal (1) outputs a transmission 
stop instruction to the application unit (11) of 45 
the first terminal (1) to temporarily stop the 
transmission, and the second communication 
control unit (22) of the router (2) outputs a 
transmission stop instruction to the application 
unit (31) of the second terminal (3) to make the so 
application unit (31) temporarily stop transmis- 
sion, and 

if the data link is re-established, the first com- 
munication control unit (13) of the first terminal 
(1) forwards information about data to be 55 
received or transmitted next by the application 
unit (1 1) of the first terminal (1) to the applica- 
tion unit (31) of the second terminal (3), the 



second communication control unit (22) of the 
router (2) forwards information based on data 
to be transmitted or received next by the appli- 
cation unit (31 ) of the second terminal (3) to the 
application unit (11) of the first terminal (1), and 
the application units (11, 31) of the first and 
second terminals (1, 3) re-start transmis- 
sion/reception of data based on the respective 
forwarded information. 

9. A data communications system which is composed 
of a router (2) and a terminal (1) connected to the 
router (2) via a wireless network, 

the terminal (1) comprising: 
an application unit (11) instructing to conduct 
data communications with an opposite applica- 
tion unit (18); 

a data link module unit (14) establishing a data 
link between the terminal (1 ) and the router (2); 
and 

a first communication control unit (13) making 
the data link module unit (14) establish the data 
link between the terminal (1) and the router (2) 
and controlling the data communications if 
there is a data communication instruction from 
the application unit (11), and 
the router (2) comprising; 
an application unit (18) instructing to conduct 
data communications with an opposite applica- 
tion unit (11); 

a data link module unit (14) establishing a data 
link between the terminal (1 ) and the router (2); 
and 

a second communication control unit (22) mak- 
ing the data link module unit (23) establish the 
data link between the terminal (1) and the 
router (2) and controlling the data communica- 
tions if a call is originated; wherein: 
if the data link between the terminal (1) and 
router (2) is disconnected due to some cause, 
the first communication control unit (13) of the 
first terminal (1) transmits a transmission stop 
instruction to the application unit (1 1) of the first 
terminal (1) to temporarily stop the transmis- 
sion, and the second communication control 
unit (22) of the router (2) outputs a transmis- 
sion stop instruction to the an application unit 
(18) of the router (2) to make the application 
unit (18) temporarily stop transmission, and 
if the data link is re-established, the first com- 
munication control unit (13) of the first terminal 
(1) forwards information about data to be 
received or transmitted next by the application 
unit (11) of the first terminal (1) to the applica- 
tion unit (18) of the router (2), the second com- 
munication control unit (22) of the router (2) 
forwards information about data to be transmit- 
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ted or received next by the application unit (18) 
of the router, and the application units (11. 18) 
of the first terminal (1) and the router (2) re- 
start transmission/reception of data based on 
the respective forwarded information. 5 

10. A terminal (1, 3) connected to a wired or wireless 
network via which data are transmitted/received 
between two terminals via routers (2), comprising: 

10 

an application unit (11, 31) instructing to con- 
duct data communications with an application 
unit (31 , 1 1) of an opposite terminal (3, 1 ); 
a data link module unit (14, 35) establishing a 
data link between the terminal (1, 3) and the »5 
router (2); and 12. 
a communication control unit (13, 34) making 
the data link module unit (14, 35) establish the 
data link between the terminal (1, 3) and the 
router (2) and controlling the data communica- 20 
tions; wherein: 

if the data link established in the network is dis- 
. connected due to some cause, the communi- 
cation control unit (13, 34) of the terminal (1,3) 
outputs a transmission stop instruction to an 25 
application unit (1 1 , 31 ) of the terminal (1 , 3) to 
make the application unit (11, 31) temporarily 
stop the transmission, 

if the data link is re-established in the network, 

30 

the communication control unit (13, 34) of the 
terminal (1, 3) forwards information about data 
to be received or transmitted next by the appli- 
cation unit (11, 31) of the terminal (1, 3) to an 
opposite application unit (31, 11), and 35 13. 

the application unit (11, 31) of the terminal (1, 
3) re-starts the transmission/reception of data 
on a basis of the information about data to be 
transmitted or received next by the opposite 
application unit (31, 11) which is forwarded by 10 
the router (2). 

11. A router (2) relaying communications between two 
terminals (1, 3) connected to a wired or wireless 
network, comprising: 45 

a data link module unit (23) establishing a data 
link between the terminal (1, 3) and the router 
(2); and 

a communication control unit (22) making said 50 
data link module unit (23) establish the data 
link between the terminal (1,3) and the router 
(2) and transferring the data to an opposite ter- 
minal (3, 1) if there is a data communication 
request from the terminal (1 , 3); and 55 
an identification information assignment unit 
assigning identification information identical to 
identification information of the terminal used 



immediately before a disconnection of the data 
link if the data link of the terminal (1,3) commu- 
nicating when the data link in the network has 
been disconnected is re-established, 
wherein the communication control unit (22) of 
the router (2) transmits a transmission stop 
instruction to the opposite terminal (3, 1) to 
make the opposite terminal (3, 1) temporarily 
stop data communications if the data link 
established in the network is disconnected due 
to some cause, and the terminal (1 ,3) transmits 
to the opposite terminal (3, 1) information 
about data to be received or transmitted next if 
the data link in the network is re-established. 

A data communications method for transmit- 
ting/receiving data between different application 
units in two communications devices, composing 
the steps of: 

reporting a transmission stop instruction to the 
respective application units to make the 
respective application units temporarily stop 
data communications if a data link established 
in a network between the different communica- 
tions devices is disconnected due to some 
cause, and 

one application unit reporting information about 
data to be received or transmitted next to the 
other application unit and making the other 
application unit re-start transmission/reception 
of data based on the reported information, if 
the data link is re-established later. 

Software used in a data communications system in 
which data are transmitted/received between two 
terminals (1 , 3) via routers (2) connected to a wired 
or wireless network, comprising: 

a program installed in the terminal (1, 3) 
for originating a call to the router (2), establish- 
ing a data link between the terminal (1, 3) and 
the router (2)and conducting data communica- 
tions if there is a data communications instruc- 
tion from an application program (11, 
31 installed in the terminal (1, 3) 
for transmitting a transmission stop instruction 
to the application program (1 1 , 31 ) to make the 
opposite application program (31, 11) tempo- 
rarily stop transmission if the data link estab- 
lished between the terminal (1,3) and router 
(2) is disconnected due to some cause, and 
for reporting data based on data to be received 
or transmitted next by the application program 
(11, 31) to an opposite application program 
(31, 11) if the data link between the terminal (1, 
3) and the router (2)is re-established; and 
a program installed in a router (2) 
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for establishing a data link between the termi- ' 
nal (1 , 3) and the router (2) if a call is originated 
and transferring the data to a corresponding 
opposite application program (31 , 1 1 ) if there is 
a data communication request, 5 
for transmitting a transmission stop instruction 
to the own application program (1 1 , 31 ) to tem- 
porarily stop transmission if the data link 
between the terminal and router is discon- 
nected due to some cause, and 10 
for reporting to the opposite application pro- 
gram (31, 11 information based on data to be 
received or transmitted next by the application 
program (11, 31) if the data link between the 
terminal (1 , 3) and router (2)is re-established. 15 

14. Software according to claim 13, which further 
includes an application program (11, 31) for 
instructing to conduct data communications with an 
opposite application program(31 ,11). 20 

15. A data communications system which is composed 
of at least first and second communications devices 
(100, 200) each provided with application means 
(101, 201) for instructing to conduct data communi- 25 
cations with an opposite application means (201, 
101) comprising: 

two communication control means (300, 500) 
for reporting a transmission stop instruction to 30 
the respective application means (101, 201) 
first and second communications devices (100, 
200), making the application means (101 , 201 ) 
temporarily stop the data communications if a 
data link is established in a network between 35 
the first and second communications devices 
(100, 200), and reporting information based on 
data received or transmitted next by one appli- 
cation means (101, 201) to the other applica- 
tion means (201, 101) and making the 10 
application means (101, 201) re-start transmis- 
sion/reception of data based on the reported 
information. 

16. A computer-readable storage medium on which is 45 
stored the software according to claim 13 or 14. 
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